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How can organisations realise the value of

their research data assets when it is unclear:

e what data is held;
e where it is located;

e and how it is being managed?
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“JISC should develop a Data Audit Framework to
enable all universities and colleges to carry out
an audit of departmental data collections,

awareness, policies and practice for data

curation and preservation”

Liz Lyon, Dealing with Data: Roles, Rights,
Responsibilities and Relationships, (2007)
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Famework Scope of work
e DAF Development Project

(HATII, University of Glasgow; King’s College London;
University of Edinburgh; UKOLN, University of Bath)

e Four pilot implementation projects
« University of Edinburgh
« King’s College London
e Imperial College London
« University College London
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Framework The methOdOIC)gy
http://www.data-audit.eu/DAF_Methodology.pdf

REPORTING AND RECOMMENDATIONS

8 ASSESSING MANAGEMENT OF DATA ASSETS
2 IDENTIFYING AND CLASSIFYING ASSETS
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Data Audit

Framework

orkflow and tasks

Data Audit Framework Workflow © HATII, University of Glasgow
Stage 1.
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Data Audit
Framework

Stage 1: planning

~

\_

Define expected outcomes
Research organisational context
Set up interviews

Prepare in advance to
optimise time with staff

Data Audit Framework Workflow © HATIL University of Glasgow

Stage 1. Planning the audit
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St Audit Form 1

Organisational details

Contact details Name, address, email, phone contact details f@anisgtion being audited / main person
Organisation type University, Department, Institute, Archive, Datan@e, Computer Service, Research Team |etc
Organisation description..... A short abstract explaining the organisation’s remain work and areas of activity

Data management details

Strategies Details of policies, operational manuals or regatet used, with references.
Responsibilities Details of staff who have clear responsibility fmeating and managing the data assets
Budget Level of resources available and whether it isicigifit to manage data at the present time
Audit details

Dates of the audit Period audit completed in, including any significdates e.g. main interviews.

Name of the auditor(s) Name, contact details...

Date of completing form.... Dates.

M Un lVel’SltY‘Humanities Advanced Technology &=
= D|IC|C

of Glasgow | & Information Institute




Data Audit
Framework

Online tool: stage 1

New Audit
List Users

b |1 http: i, data-audt.euftonlfstaged findex php?audit_id=7

Stage 1

[ Organisational Details
Audit Name
Organisation Identifier
* Organisation Name

Organisation Address

Stage 2

Stage 3 Stage 4

[GUARD audit

[GU-GUARD 7 Usernams must contsin only letters, numbers and

‘ Must be unique within the systerm

|Glasgaw University Archasalngical Research Division]

;G[Eg\:[y Building
|University of Glasgow
612 80Q

Contact Name
Contact Email
Contact Phone

Contact Other

Contact Role

[ Primary Contact Details

lain Banks #
| banks@archealogy.ans.gla.acul

&g, Fax number or Skype 1D

Secondary Contact Details

Show | Hide

[ Further Details
Organisation Type
If Other, please specify

Organisation Description

Parent Organisation

Strategies

department |7

shared drive to allow any
staff to access it. Data is
deposited with RCAHNS at the

GULRD is & commercial a2
archasology centre based
within the Departwment of
irchasology at Glasgow. Its =

v
111 data is stored on the =] ?

Follow up with Beverley ahout
vhether forensics data can he
ineluded.

Add 3 MNote

[ Events

* Start Date

End Dats __2DE|B—11—Z7

Description Interview with Iain Banks to
define scope of audit and
expected outcomes

Stage

* Start Date

End Date 20081210

Description Interview with Beverley Ballin
Smith (main archivist)

Show | Hide

other Auditors

Add Auditor

Stage
Add an Ewent

— Auditors

auditor Access Rread-only

Full

Full Mame Sarah Jones

Email s.jones@hatii.arts.gla.ac.uk

Phone (- 0141 3303549 &
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Data Au

dit Framework Workflow © HATIL University of Glasgow

Stage 2. Identifying and classifying data assets

e |dentify and

classify assets

e [nterviews,
guestionnaires,
research

Create an
inventory
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Audit Form 2.
Inventory of
data assets

Aldit Form 2. "
Inventory of Audit Form 3.
data !suts a u
ass t
g

Data asset

4-6 days

time time

2 weeks

Elapsed |Auditor|
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Data Audit

Audit form 2

(unless different

schema chosen)

for each asset

Framework
Nameof the | Description Asset Reference Classification Classification General comments
data asset of theasset | Manager(s) comments
Official name | Basic Name and Where Choice of: Reason for Could include creation
description | position or reference to Vital classification or date, original purpose,
of content role asset was Important Comment. type of data asset, or format.
found / its Minor Could also include
location action suggested
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sft Online tool: Stage 2

[ Questionnaire [ Assets
* Introductory Text We're auditing GUARD's data Show | Hide
holdings and would be welcowe
your sssistance. Please £ill in Please record details of the main digital data assets you create or use e.g. datasets, image collections or
details of any data you have audinvisual records,
created or are responsible for
maintining.

* Asset Mame Kirk of St Micholas Skeletal analys| ¥

* Description Analysis of skeletal rewains ?
found by iberdeen City Council
in the Kirk of St Nicholas when
undergoing renovation. Bones
date from medieval period.

Invites emasil sddrasses, separstad by 3 commas

Recipients pdsBarts.gla.ac. uk, A
i.banksBarcheology.arts.gla.ac.
i.shearerBguard. ac.wk,

p‘.wllk1nsnnﬁarchenlnqy.arl‘:s.ai.: asset Manager Poul Datty 4dd 2 Manager
Reference [Kprojzanmzazs| | [Directarylink to dets | A0 3 Reference
Username guardaudit The username invitees should enter to access the
i ire (€ characters or more) * Classification I3
Password quarda03? The password invitzes should erter to access the

* Classification Comments [Major project. Comnission ?

Exzpiry Date 20081217 lasring over 2 years and

involving several staff.

Additional Questions

Pleaze add any additional introductory questions below,

General Comments Data well documented and ?
structured. Filenswe conventions
followed throughout. File
formats sSuit RCHAMS deposit
guidelines.

* Question Uhat support would you like for
data wanagewent?

- [view AF3 Form]
additional Question Do you eurrently have snough

storage?

—Checklist Rannoch Moor - HLF ¥

contacted all key personnel either via 3 questionnaire or in an interview

A heritage lottery funded

identified all or most data assets outreach project. Excavation and
assesswent work being done by a
[ assigned all data assets to a category to define the scope of the next stage large team from GUARD.

¥l documented the audit process and findings

Additional Infarmation Still to confirm classifications with
GUARD management

Stage 1 Stage 2 Stage 2 Stage 4

Save & Continue to Stage 3>
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e Assess most crucial
assets to organisation

e Consider access, reuse,

and data management

ldentifying
weaknesses
and risks

Data Audit Framework Workflow © HATII, University of Glasgow

Stage 3. Assessing the management of data assets

Organisation

Auditor

Audit Form 3.
Data asset

assessment

time

3-4 days

Elapsed |Auditor

time

2 weeks /
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Data Audit
Framework

Audit form 3A: core

Audit Form 3A: Data asset management (Core element set)

Parameter

ID

Data creator(s)
Title

Description

Subject

Creation date
Purpose

Sour ce

Updating frequency
Type

For mat

Rightsand restrictions

Usage frequency
Relation

Archiving policy

M anagement to date

Comment
A unique identification assigned by the audior oyanisation to each data asset
Person, group or organisation responsible for theeilectual content of the data asset
Official name of the data asset, with additionabdternative titles or acronyms if they exist
A description of the information contained the dasaset and its spatial, temporal or subject coverag
Information and keywords describing the subjecttenaif the data
The date(s) on which the data was collected oate
Reason why the asset was created, intended usenwaoities or source of funding / original projedtdi
The source(s) of the information found in the detset
The frequency of updates to this dataset to indicatrency
Description of the technical type of the data a¢edg., database, photo collection, text corpus.) et
Physical formats of data asset, including file fatrimformation

Basic indication of user's rights to view, copydistribute or republish all or part of the informati held in the data
asset. Access restrictions on the data itself grrmetadata recording its existence should alsodied

Estimated frequency of use and if known requiregdpf retrieval to determine IT infrastructure asidrage needs

Description of relations the data asset has witheotdata assets and any any DOI ISSN or ISBN reée® for
publications based on this data

Number of copies of the data asset that are culyestored, frequency of back-up and archiving phares

History of maintenance and integrity of the dataeise.g. edit rights / security, and any curatiotivaties performed
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Data Audit
Framework

Audit form 3B: extended

e Ownership

e Description e Location
— title, type, subject, abstract, — references, versions, relations,
keywords, language... deposit in archive...
* Provenance * Retention
— purpose, source, context, — value, disaster recovery,
dates, modifications.... archive / preservation policy...

* Management

— creators, curators, rights, — documentation, audit trail,

\ usage constraints... costs, funding... /
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Data Audit
Framework

Online tool: Stage 3

- -&

& | [ httpyfpwnn deta-aueit.ouftoolistagesfaF3.php

|| DAF Online Tasl: Audit Stage 3
* Data Creator 1
* Data Creator 2
* Data Creator 3

* Data Title 1

— Asseis

Asset Name

View M74 assessment vital
View Rannoch Moor - HLF important
. Water Row Govan .
View . minor
evaluation
. Kirk of St Nicholas Skeletal .
View vital
analysis
View Dun Eistean Archeology important

Project (DEAP)

* Description
Date Created AF3 Updated AF3 Form
(Creator) (Updater) Type
2008-10-19 core * Subject
(sjones)

* Creation Date 1
2008-10-19 core
(sjones) * Creation Date 2
2008-10-19 * Purposs
(sjones)
2008-10-19

. core

(sjones)
2008-10-19 " Source
(sjones)

Updating Frequency

[ Element set

Elerment set

Care

Please choose an element set

* Data Type 1

Extended

=renued  f

* Data Format 1

* Data Format 2

B

Rights 8 Restrictions

Usage Frequency

* Relation

('] DAF Online Tool: Audit Form 3: Da... 3

|Alan Leslie (project management)‘ ?

|Alastair Becket (fieldwark and autr 7

|JuhnAthur(|ren:h survey and illug 7 Add a Creator

|E|rkh\|\, Coalbum evaluation ‘ 7 Add a Title

©.580 photographs with photo A 7
list; and several concordances _
/ trench tables pertaining to
an archasological evaluation

of & o 30 ha site propossd for o

|eva\uannn: archaeological remain‘ 7| Keywords separated by semicolon
|2008-04-14
|2008-05-20

‘ ‘Slarl of evaluation which ran for T week | Ei

HDaIE of final report | 7 &dd a Date

Cormissioned by the Coakley
Group in response to a condition
within the planning permission
granted by South Lanarkshire
Council.

ficldwork; historic maps:
previous work e.g. desk-based
aSsSessmeEnt;

daily during fisldvork chen
closed to edits / updates after
write-up

|phatagraphs | 7 Add a Type

|dm:

‘ i

hpg ‘ 2 Add a Format

Lccessed internally during a7
creation and write-up. Client
could stipulate access
restrictions but liklely to be —

wade publicly availsble v

Daily during creation and ~
write-up then sporedic. This
project way be reopsnsd and
conclusions revisted as local
council not convinced there i3 o

|DEsk—hssEd assesswent conducted | 7
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Data Audit
Framework

Stage 4: recommendations

~

Data Audit Framework Workflow © HATIL, University of Glasgow

Stage 4. Reporting results and making recommendations

e Collate audit results
* Analyse data

Organisation

Recommend

END:
Audit

completed

changes to improve
data management

Auditor

time

2-3 days

Elapsed | Auditor

time

\_

1 week

L/
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TsEt Online tool: audit stages

@ din as sjones | logout
o Data Audit

Home Audit Stage 4

STAFF
List Audits
AUDITOR

New Audit
List Users Stage 1 Stage 2 Stage 3 Stage 4

Add a Note

[ Audit Summary

Number of assets
vital
important
minor
unclassified l:l

—Generate Appendix

— Upload final report

[ Browse

[ Ghecklist

[0 contacted all key personnel sither via a questionnaire or in an interview
Oidentified all or most data assets
[0 assigned all data assets to a category to define the scope of the next stage

[ documented the audit process and findings

Additional Infarmation

Stage 1 Stage 2 Stage 3 Stage 4
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“enoe - Broad recommendations
e Develop policies

— Content creation i.e. file naming conventions, directory structure
guidelines, recommended formats

— Curation i.e. storage and backup, access controls, edit rights,
processes for checking integrity, deposit with archive

e Guidance
— Practical guides not just policies
— Training appropriate to staff needs — begin with PhD students

e Planning

— Budget for curation and reuse from outset

\ — Work with local services such as IR or archive /

IS( ' UIllVCl’SltY Humanities Advanced Technology &= D C C
asgow & Information Institute




o A

Framework USEfUl |inkS
e DAF methodology

http://www.data-audit.eu/DAF_Methodology.pdf

e Lessons learned reports
http://www.data-audit.eu/docs/DAF_lessons learned.pdf

e Sarah Jones s.jones@hatii.arts.gla.ac.uk

\ Thank you! Any questions? /
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